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CIO Organization Unit 
 
 
Functional Skills List: 
 
 
q Application Programming 
q Application Software 
q Contract Management 
q Database and File Management 
q Facilities Management 
q Information Systems Security 
q Interaction Design 
q Network Software and Communications 
q Office Administration 
q Operating Systems 
q Planning and Budgeting 
q Programming Languages 
q Research and Analysis 
q Technical Architecture and Design 
q Technology Planning 
q Testing 
q Web Maintenance 
q Web Technology 
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Application Programming 
Applies system development lifecycle tools to design system components that meet user performance and 

operability requirements. 
Meets Expectations 
Exhibits 3 of the 5 behaviors listed for the “Meets Expectations” standard:  
Ø Demonstrates understanding of configuration management and system development lifecycle tools 
Ø Identifies and describes basic programming concepts 
Ø Identifies and describes the major components of physical networks  
Ø Generates code from detailed designs while adhering to established standards 
Ø Designs system components (e.g. system processing flows, data structures, sizing and performance 

specifications) that meet user performance and operability requirements 
Ø Controls, tests and implements changes within an environment 
Ø Translates functional designs into the automated elements of application software 
Ø Reflects design specifications in a clear and useful manner 

 
1. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
2. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
3. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
4. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
5. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
 
Improvement Required 
Exhibits less than 3 of the 5 behaviors listed for the “Meets Expectations” standard.  
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Application Software 
Implements and operates existing application systems within SFA. 

Meets Expectations 
Exhibits 3 of the 5 behaviors listed for the “Meets Expectations” standard:  
Ø Designs, implements and operates an existing application system within SFA such as Campus-Based 

Programs System, Federal Family Education Loan Program System and Recipient Financial 
Management System 

 
1. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
2. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
3. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
4. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
5. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
 
Improvement Required 
Exhibits less than 3 of the 5 behaviors listed for the “Meets Expectations” standard.  
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Contract Management 
Manages and monitors operating partners performance in accordance with government policies and 

procedures. 
Meets Expectations 
Exhibits 3 of the 5 behaviors listed for the “Meets Expectations” standard:  
Ø Demonstrates understanding of the contract management vision of SFA 
Ø Applies contract management vision to develop, sustain and improve relations with 

contractors/vendors in order to meet SFA’s objectives 
Ø Demonstrates understanding of federal contract management concepts, procedures and regulations 
Ø Ensures compliance with government contracting regulations 
Ø Demonstrates ability to develop, manage and monitor effective memorandums of understanding with 

vendors and third party service providers 
Ø Demonstrates skill in working with vendors to lower costs associated with technology and processes  
Ø Demonstrates ability to monitor progress and ensures vendor/contractor adheres to standards and 

expected outcomes 
 

1. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

2. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

3. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

4. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

5. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

 
Improvement Required 
Exhibits less than 3 of the 5 behaviors listed for the “Meets Expectations” standard.  
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Database and File Management 
Applies database and file management processes, such as data warehousing and data models to meet business 

needs. 
Meets Expectations 
Exhibits 3 of the 5 behaviors listed for the “Meets Expectations” standard:  
Ø Demonstrates ability to define components and terminology related to database and file management 
Ø Demonstrates understanding of and applies data warehousing processes 
Ø Demonstrates proficiency to administer relational databases 
Ø Develops capacity plans and projections necessary to meet business needs 
Ø Designs, builds and tests applications using full lifecycle development tools 
Ø Designs, develops and implements approaches to gather, maintain and use information   
Ø Uses automated tools to search for data that identifies business patterns and assumptions 
Ø Demonstrates ability to design complete data models which identify and show data relationships and 

dependencies 
Ø Demonstrates skill in determining optimum parameters and schedules for maintaining up-to-date 

information across databases and locations  
Ø Demonstrates ability to synchronize information across databases and locations 
Ø Designs, builds, and maintains an active intelligent store of data that manages and aggregates 

information from many sources 
 

1. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

2. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

3. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

4. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

5. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

 
Improvement Required 
Exhibits less than 3 of the 5 behaviors listed for the “Meets Expectations” standard.  
 



 
- Draft -  

Working Paper 
CIO Channel Skill Catalog 

Facilities Management 
Applies knowledge of designing, constructing, and maintaining hardware and systems operations. 

Meets Expectations 
Exhibits 3 of the 5 behaviors listed for the “Meets Expectations” standard:  
Ø Demonstrates knowledge of building management and systems operations 
Ø Demonstrated knowledge of design and construction activities 
Ø Participates in facility management activities and hardware maintenance 

 
1. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
2. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
3. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
4. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
5. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
 
Improvement Required 
Exhibits less than 3 of the 5 behaviors listed for the “Meets Expectations” standard.  
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Information Systems Security 
Develops, implements, and enforces security to protect information system assets and resources. 

Meets Expectations 
Exhibits 3 of the 5 behaviors listed for the “Meets Expectations” standard:  
Ø Demonstrates understanding of related organization policies, procedures and processes regarding 

information security 
Ø Demonstrates understanding of security and security mechanisms for the systems, including disaster 

recovery 
Ø Applies general understanding of security mechanisms ((i.e. virus detection tools, firewalls, 

passwords) to protect against potential threats 
Ø Identifies vulnerabilities and potential threats in IT systems 
 
1. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
2. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
3. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
4. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
5. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
 
Improvement Required 
Exhibits less than 3 of the 5 behaviors listed for the “Meets Expectations” standard.  
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Interaction Design 
Applies understanding of human-computer interaction, technology-mediated interaction, and workplace design 

to develop and evaluate interactions between people and their environments. 
Meets Expectations 
Exhibits 3 of the 5 behaviors listed for the “Meets Expectations” standard:  
Ø Demonstrates understanding of human-computer interaction, technology-mediated interaction and 

workplace design 
Ø Utilizes interaction design concepts to analyze, design, develop and evaluate interactions between 

people and their environment 
 
1. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
2. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
3. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
4. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
5. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
 
Improvement Required 
Exhibits less than 3 of the 5 behaviors listed for the “Meets Expectations” standard.  
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Network Software and Communications 
Designs, develops, and maintains network and communication infrastructure to support business operations. 

Meets Expectations 
Exhibits 3 of the 5 behaviors listed for the “Meets Expectations” standard:  
Ø Demonstrates knowledge of the basic features/functions of network software  
Ø Demonstrates the ability to articulate terminology and concepts of the communication system and code 

protocols 
Ø Designs and implements networking services using various protocols 

 
1. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
2. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
3. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
4. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
5. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
 
Improvement Required 
Exhibits less than 3 of the 5 behaviors listed for the “Meets Expectations” standard.  
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Office Administration 
Performs administrative practices and support services to increase office effectiveness and efficiency. 

Meets Expectations 
Exhibits 3 of the 5 behaviors listed for the “Meets Expectations” standard:  
Ø Demonstrates ability to organize, plan and coordinate administrative functions 
Ø Demonstrates ability to identify administrative procedural problems and recommend improvements 

that increase effectiveness and efficiency 
Ø Uses knowledge of administration concepts and practices (answering phones, filing, scheduling, etc.) 

to plan, deliver and manage support services vital to SFA operations 
 

1. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

2. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

3. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

4. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

5. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

 
Improvement Required 
Exhibits less than 3 of the 5 behaviors listed for the “Meets Expectations” standard.  
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Operation Systems 
Administers computer systems running operating systems 

Meets Expectations 
Exhibits 3 of the 5 behaviors listed for the “Meets Expectations” standard:  
Ø Administers computer systems running various operating systems 
 
1. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
2. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
3. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
4. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
5. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
 
Improvement Required 
Exhibits less than 3 of the 5 behaviors listed for the “Meets Expectations” standard.    
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Planning and Budgeting 
Uses rules, appropriate information sources and tools to ensure accurate and timely reporting of business 

forecasts and budgets.  
Meets Expectations 
Exhibits 3 of the 5 behaviors listed for the “Meets Expectations” standard:  
Ø Demonstrates understanding of OMB regulations and overall Federal appropriations process 
Ø Demonstrates understanding of rules, information sources and tools available to prepare and 

consolidate budgets and forecasts 
Ø Demonstrates understanding of departmental and organizational budget formulation and fund control 

procedures and guidelines 
Ø Demonstrates ability to apply planning and budgeting concepts ensuring accurate and timely 

reporting of business forecasts and budgets 
Ø Analyzes and discusses budget implications 
Ø Demonstrates ability to track and reconcile unit budget activities 
 

1. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

2. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

3. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

4. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

5. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

 
Improvement Required 
Exhibits less than 3 of the 5 behaviors listed for the “Meets Expectations” standard.  
 



 
- Draft -  

Working Paper 
CIO Channel Skill Catalog 

Programming Languages 
Defines components and terminology related to programming languages in order to design, build, and test 

software applications. 
Meets Expectations 
Exhibits 3 of the 5 behaviors listed for the “Meets Expectations” standard:  
Ø Defines the components and terminology related to programming languages 
Ø Designs, builds and tests software applications  

 
1. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
2. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
3. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
4. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
5. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
 
Improvement Required 
Exhibits less than 3 of the 5 behaviors listed for the “Meets Expectations” standard.  
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Research and Analysis 

Applies understanding of basic research concepts, principles and methods to assess and evaluate information. 
Meets Expectations 
Exhibits 3 of the 5 behaviors listed for the “Meets Expectations” standard:  
Ø Demonstrates understanding of basic research concepts, principles and methods 
Ø Demonstrates understanding of specific information sources and methods of information gathering to 

make fact-based decisions 
Ø Utilizes analytical skills in assessing and evaluating information to identify trends and potential issues 

 
1. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
2. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
3. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
4. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
5. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
 
Improvement Required 
Exhibits less than 3 of the 5 behaviors listed for the “Meets Expectations” standard.  
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Technology Planning 
Applies understanding of strategic IT goals and initiatives to identify service improvement and cost reduction 

opportunities. 
Meets Expectations 
Exhibits 3 of the 5 behaviors listed for the “Meets Expectations” standard:  
Ø Demonstrates understanding of strategic IT goals and objectives 
Ø Demonstrates ability to apply strategic investment priorities to select IT initiatives that best support 

organizational goals and objectives 
Ø Demonstrates understanding of IT initiative evaluation process  
Ø Evaluates business process and technical requirements to identify service improvement and cost 

reduction opportunities 
Ø Monitors emerging technologies and business process innovations to analyze their potential for 

streamlining SFA operations 
 

1. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

2. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

3. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

4. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

5. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

 
Improvement Required 
Exhibits less than 3 of the 5 behaviors listed for the “Meets Expectations” standard.  
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Technical Architecture and Design 
Applies understanding of client /server concepts and configuration management to create applications meeting 

SFA’s business requirements. 
Meets Expectations 
Exhibits 3 of the 5 behaviors listed for the “Meets Expectations” standard:  
Ø Demonstrates understanding of client/server concepts and techniques 
Ø Demonstrates understanding of configuration management processes 
Ø Designs a connectivity environment to meet business requirements 
Ø Creates applications developed to meet specific business needs 
Ø Identifies, analyzes, and implements a common framework to provide a structure from which data 

applications are built and/or on which they are implemented 
Ø Designs and implements the software development environment or platform designed to support 

application development 
Ø Uses collection of technologies that allow representation of complex processes that center around 

collaborative human activities: workflow, e-mail, multimedia document management, conferencing, 
and scheduling 

 
1. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
2. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
3. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
4. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
5. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
 
Improvement Required 
Exhibits less than 3 of the 5 behaviors listed for the “Meets Expectations” standard.  
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Testing 
Creates, executes and documents testing to ensure an application meets user requirements and functional 

specifications. 
Meets Expectations 
Exhibits 3 of the 5 behaviors listed for the “Meets Expectations” standard:  
Ø Articulates testing methodology 
Ø Creates, executes, and documents tests to ensure an application meets user requirements and 

functional specifications 
Ø Plans, executes and documents tests to ensure that applications meet performance requirements 

 
1. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
2. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
3. ___________________________________________________________________________________________

________________________________________________________________________________________ 
4. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
5. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
 
Improvement Required 
Exhibits less than 3 of the 5 behaviors listed for the “Meets Expectations” standard.  
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Web Maintenance 
Designs, updates, and implements effective processes, policies and procedures to support the posing and/or 

translation of documents to the Intranet/Intranet. 
Meets Expectations 
Exhibits 3 of the 5 behaviors listed for the “Meets Expectations” standard:  
Ø Promotes design, update, and implementation of effective processes, policies, procedures, and/or 

standards to support the translation and posting of documents to the Intranet/Internet 
 
1. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
2. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
3. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
4. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
5. ___________________________________________________________________________________________

___________________________________________________________________________________________ 
 
Improvement Required 
Exhibits less than 3 of the 5 behaviors listed for the “Meets Expectations” standard.  
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Web Technology 
Applies web standards to Intranet/Internet web design initiatives to create an on-line environment and on-line 

services.  
Meets Expectations 
Exhibits 3 of the 5 behaviors listed for the “Meets Expectations” standard:  
Ø Applies web standards to intranet/internet design initiatives 
Ø Gathers content and understands requirements for intranet/portals 
Ø Designs an on-line environment that provides users access to various destination web sites and on-line 

services 
Ø Designs, builds and tests web based applications using various web programming languages such as 

HTML, XML, and Java 
 

1. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

2. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

3. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

4. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

5. ___________________________________________________________________________________________
___________________________________________________________________________________________ 

 
Improvement Required 
Exhibits less than 3 of the 5 behaviors listed for the “Meets Expectations” standard.  
 

 


